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Advice for buying or selling a used BlackBerry
Selling

BIS - If your BlackBerry was used with a BlackBerry Internet Service (BIS) account, you will need to get a different BlackBerry connected to your BIS account.  If you do not replace your BlackBerry with a new one, you will need to contact your carrier and have them remove this BlackBerry from your BIS account.  If this is not done, your e-mail may still be delivered to the BlackBerry after you have sold it. 
Next, you will want to backup your BlackBerry using the Desktop Manager software that came with your BlackBerry.  This will make it much easier to restore programs, information and settings on your new BlackBerry by using the restore function.

The last step before selling the BlackBerry is to wipe all of your information from the device.  To do this, on the BlackBerry, go to Options/Security Options/General Settings.  On this screen, press the Menu key, or press in on the trackwheel to bring up the menu.  Scroll to and select Wipe Handheld.  Follow the directions on the screen to wipe the BlackBerry clean and restore it to factory settings.

Your BlackBerry is now ready for sale.
BES – If your BlackBerry was used with a BlackBerry Enterprise Server (BES), you will need to work with your company’s BES Administrator to make sure that your old BlackBerry will not contain any corporate information or receive any corporate e-mail after it is sold.  
Before you turn your BlackBerry over to the BES Administrator, you may choose to backup the BlackBerry using the Desktop Manager software that came with the BlackBerry.  If this option is not available to you, don’t worry.  Most of the BlackBerry’s information and settings are stored on the corporate e-mail server and will be restored to your next BlackBerry when it is activated on the same BES.

Now, the BES Administrator must send the “default IT policy” to the BlackBerry in order to remove any corporate restrictions or permissions from the device.  If this step is not done, the next user will have to deal with the same restrictions that you did.  This could include password restrictions, screen timeouts, browser limitations and even having 3rd party applications blocked.  

The BES Administrator will then remove the BlackBerry from your account on the company’s BES to prevent future access to corporate information on that BlackBerry.

The last step before selling the BlackBerry is to wipe all of your information from the device.  Your BES Administrator should do this step as well.  If they do not, go to Options / Security Options / General Settings on the BlackBerry.  On the General Settings screen, press the Menu key, or press in on the trackwheel to bring up the menu.  Scroll to and select Wipe Handheld.  Follow the directions on the screen to wipe the BlackBerry clean and thus restore it to factory settings.

VERY IMPORTANT – If all of these steps are not performed properly, the BlackBerry could have limited functionality, contain corporate information or both.  BlackBerry security features prevent a new user from performing these tasks without access to another BlackBerry Enterprise Server.  
Your BlackBerry is now ready for sale.

Buying

You need to do some investigation before buying a used BlackBerry.  If you don’t, you may get stuck with a device that has limited functionality, receives the prior owner’s e-mail, or both.  Ideally, the best way to verify that the BlackBerry you are buying is free from the restrictions above is to check the security settings on the activated device.  If it is a CDMA BlackBerry (Alltel, Sprint or Verizon), it will need to be on an active account with a BlackBerry rate plan.  If it is a GSM BlackBerry (AT&T or T-Mobile), you will need a SIM card with an active BlackBerry rate plan on it to test the device.  

Things to check

IT Policy Name - Once you have the BlackBerry running on the wireless carrier’s network, go to Options / Security Options / General Settings and scroll to the bottom of the General Settings screen.  You should see the IT Policy Name.  This should be Default.  This does not guarantee that your new BlackBerry is trouble free, but it is promising.  Any other name under IT Policy Name indicates that it was activated on a BES and that there are probably some restrictions applied to the BlackBerry.  
Services - Just below the IT Policy Name section should be a section labeled Services.  If this section shows:

no services - the device is not associated with any BlackBerry services and is most likely ready for you to purchase.  
Service name [Sxxxxxxxx] (AES or DES) – The service name could be Desktop, BlackBerry or another name created by a company’s BlackBerry Enterprise Server Administrator.  The [Sxxxxxxxx] will actually be an S followed by 8 numbers.  This indicates that the BlackBerry is still associated with a BlackBerry Enterprise Server (BES) and may be restricted.  
No Services section - The BlackBerry isn’t seeing the BlackBerry services at the wireless carrier.  This could be because the radio is off, there is no service on the phone, the BlackBerry is not activated with a BlackBerry rate plan, or some other account related issue.  You will not be able to check the Services until these issues are addressed.  

VERY IMPORTANT, if the IT Policy Name is Default and the Services section shows no services, your BlackBerry probably won’t be restricted by any previous BES services.  If this is not what you see at the bottom of the General Settings screen under Security Options, the BlackBerry may still have some restrictions on it from the prior owner.
Service Books – On the BlackBerry, go to Options / Advanced Options / Service Book.  If there are any Service Books that contain an e-mail address, the device is still configured for BlackBerry Internet Service (BIS).  Any Service Books labeled Desktop, BlackBerry or some other name created by a company’s BlackBerry Enterprise Server Administrator will indicate that the device is still attached to a BlackBerry Enterprise Server (BES).  You can tell BES service books (by any name) because there will be several of them.  One of them will end with [SYNC].
If you are unable to check the security policies or service books, ask the owner if the BlackBerry has been on a BES or using BlackBerry Internet Service (BIS).  
BES - If it was on a BES; has the default IT policy been put on the device, and has the device been removed from the BES?  If it still has an old IT policy, or is still on a BES, it may have restrictions that you will not be able to remove.  

BIS - If it was using BIS; has the user assigned a different BlackBerry to their BIS account?  If not, did they ask the carrier to remove this BlackBerry from the BIS account?  If the BlackBerry is still associated with another BIS account, you will not be able to add it to your BIS account.  Carriers cannot assign the same BlackBerry to two different BIS accounts at the same time.  If you are putting this BlackBerry on a BES, the old BIS account will still forward the prior owner’s e-mail to your BlackBerry.  Since this needs to be addressed on the prior owner’s account, make sure this is taken care of before you purchase the BlackBerry.
A BlackBerry with BlackBerry Enterprise Server (BES) policies applied to it cannot have those policies removed without configuring it for another BES.  Even if it is going to be assigned to a new BES, there are special steps that need to be taken to prepare this BlackBerry for the new BES.  See your BES Administrator for more information.

After the purchase

Once you decide to purchase your used BlackBerry, be sure that you wipe any information from the BlackBerry before associating it with your BlackBerry service.  To do this, on the BlackBerry, go to Options/Security Options/General Settings.  On this screen, press the Menu key, or press in on the trackwheel to bring up the menu.  Scroll to and select Wipe Handheld.  Follow the directions on the screen to wipe the BlackBerry clean and thus restore it to factory settings.

Lastly, you may want to check to see that the BlackBerry has the latest device software on it.  It is easier to upgrade the device software before it is associated with a BlackBerry service.  You can download the latest device software by going to the Handheld Software Updates section on this web site: http://www.marquisms.com/BlackBerry.htm. 

You are now ready to activate your BlackBerry on a BES or BIS service. 

Any questions on the content of this article can be forwarded to Mark Jenkins at Marquis Mobile Solutions, Inc. at MJenkins@MarquisMS.com.  Or you can call Mark at (612) 701-2019.
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